1887272

To: 5.1.2e AL @ rivm.nl]

From: 5.1.2e

Sent: Thur 2/29/2024 11:11:39 AM

Subject: RE: CASE management with reworked auth - progress update
Received: Thur 2/29/2024 11:11:39 AM

Ah, is ook zo, goed idee! *

Vriendelijke groeten,

Center for Infectious Disease Control | Epidemiology and surveillance unit | Department Enteric, Vectorborne and
Zoonotic infections (EVZ)

Dutch National Institute for Public Health and the Environment

PO Box 1 | 3720 BA Bilthoven

Antonie van Leeuwenhoeklaan 9 | 3721 MA Bilthoven

RIVM Committed to health and sustainability

Sent: donderdag 29 februari 2024 10:59

@rivm.nl>;

Subject: RE: CASE management with reworked auth - progress update

It wat my proposal to do a Pentest after the “whole Case” is updated.

Met vriendelijke groet,

From: KT BT o ivin.n>

Sent: Thursday, February 29, 2024 10:46 AM

Subject: RE: CASE management with reworked auth - progress update

That sounds even greater, especially if it does not affect our deadlines or even would make them more feasible!

If I understood correctly from our information manager, a pentest is only needed after the launch of the patient
portal, when this whole CASE software update is finished || EEE correct?

Vriendelijke groeten,



1887272

5.1.2¢e

Center for Infectious Disease Control | Epidemiology and surveillance unit | Department Enteric, Vectorborne and
Zoonotic infections (EVZ)

Dutch National Institute for Public Health and the Environment

PO Box 1 | 3720 BA Bilthoven

Antonie van Leeuwenhoeklaan 9 | 3721 MA Bilthoven

http: //www.rivm.nl

5.1.2e

RIVM Committed to health and sustainability

From: m@coneno.conw

Sent: donderdag 29 februari 2024 10:36

@rivm.nl>

RN o . >; IESE
5.1.2e

Subject: Re: CASE management with reworked auth - progress update

| think that would make sense to aim for. | will soon send technical details on how to start test deployment for this, so you can start
collecting experience with the new tools and data flows in the next weeks.

If deployment goes well, this will simplify functional management of the system for sure,

It is also a step towards simplifying the backend architecture and includes hetter logging. As | understood, patientportal will need a
pentest as well, so this might be included in the scope of that.

Looks and sounds great

What do you think: can the implementation of LP-PLUS and the postcovidportal be a “test new-CASE”
here, or better stay away from that?

Vriendelijke groeten,

Center for Infectious Disease Control | Epidemiology and surveillance unit | Department Enteric,
Vectorborne and Zoonotic infections (EVZ)

Dutch National Institute for Public Health and the Environment

PO Box 1 | 3720 BA Bilthoven

Antonie van Leeuwenhoeklaan 9 | 3721 MA Bilthoven

http://www.rivm.nl

5.1.2e

RIVM Committed to health and sustainability



1887272

From: coneno.com>

Sent: donderdag 29 februari 2024 09:07

5.1.2e

Subject: CASE management with reworked auth - progress update

| hope you had a nice holiday.

In the last two weeks, we have been making excellent progress on the authorisation rework of the functional
management. | attached my current task overview for this particular activity. (See attached PDF. For the colors: green
is considered to be already implemented, yellow is a todo, red is a todo which likely will expand/broken down into
further subtasks)

As you can see, a big part is already covered in green, and | would say these are also the parts that were core for the
rework. For now, we work towards covering all the needed functionality of the system, so you can deploy and use it
for all the tasks.

The core of the changes seems to work in my development version quite well:

- | can use my organisation’s Azure AD (MS Entra ID) account to login if | am authorised by the organisations admin.
By default, this would be a simple management-user account in CASE.

- In Azure AD, admins can assign the application specific role “ADMIN” to a user. Once this is done, after the next
login, the CASE backend accepts this admin role, and considers the management user as an admin with access to all
configs and user-management.

- management-users, who are not admins, need granted permissions for to access features of the management-
functionality
- to authorise management-users, admins can create permissions:

- a permission contains: subjectlD, subjectType, resourceType, resourceKey, action and optional limiters

- for example: a management user might have the permission: study - infectieradar - upload_survey - limited to
“weekly” —> user can upload new versions of the weekly, but cannot do anything else not granted.

- admins can grant you the permission to perform all actions in all studies (study, *, *), or that you are also
allowed to manage email templates, or other resources
- later we will share some documentation about it

All together this is a very big leap forward for the study software. The management Ul will get improvements and
features of the next weeks / months (in VERDI one goal is to have the improved survey editor, and study rule editor
developed). But when the here mentioned changes will be in-place, this already makes the management of the
system much more robust.

I will send infos later about steps on how to deploy the current versions of these.
Let me know, if you already have questions, we can schedule a call :-)
Best,

5.1.2e
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Trippstaiter Str. 122, 67663 Kaiserslautern, Germany
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Amtsgericht Kaiserslautern, HRB 32111
5.1.2e

Www.coneno.com

Dit bericht kan informatie bevatten die niet voor u is bestemd. Indien u niet de geadresseerde bent of dit bericht abusievelijk aan u is
verzonden, wordt u verzocht dat aan de afzender te melden en het bericht te verwijderen. Het RIVM aanvaardt geen aansprakelijkheid
voor schade, van welke aard ook, die verband houdt met risico’s verbonden aan het elektronisch verzenden van berichten.
www.rivm.nl De zorg voor morgen begint vandaag

This message may contain information that is not intended for you. If you are not the addressee or if this message was sent to you hy
mistake, you are requested to inform the sender and delete the message. RIVM accepts no liability for damage of any kind resulting from
the risks inherent in the electronic transmission of messages.
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