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Countries need

to re-start their

economies

« Prior to COVID-19, 160 countries expected to have positive income

growth; now, 170 are expected to have negative growth!

» 81% of global workforce of 3.3bn people have had their workplace

fully or partly closed?

« Equivalent of 195 million full time workers losing their jobs due to

reduction in working hours?

« Demand for oil has shrunk, leading to the lowest prices in 21 years?

« Forecast drop of ~35% in global travel and tourism revenue

compared with 20194

« ~$8 trillion USD in fiscal measures undertaken by governments»

« Higher spending and foregone revenues: $3.3 trillion

« Public sector loans and equity injections: $1.8 trillion

» Guarantees: $2.7 trillion

Note: Data as at 26/4/2020 4
1. IMF; 2. BBC/ILO 3. BBC/Bloomberg; 4. Statista; S. IMF;
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Contact tracing will play a critical role in re-starting economies

Three phases to the crisis (elolg] eT mde Tu lal R F-Weig ino: | M (AV/=Tg

Flatten Fight ii Efficient access to testing

erved.
Rapid diagnostic

Hospitalise and treat the

infection

Clear and timely communications

and health advice
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Contact tracing is the process of identifying positive and at-risk people
and deploying measures to reduce spread of infections

The traditional contract tracing process:

An investigative process which involves:

A Uo [T0181Ya Tat oT<ToTo (CRY a Tel g EAN o TTT W{g Wel og - Ted Wi lg!
infected patients within the incubation period (e.g.

through interviews)

(6fo]o) 2-YeauTgl-A=Tgle BE=1 (Tq nla =o =To od (=RWsTOWao:VA F- \Y/=Wo I=T=T3)
exposed to the virus

Assessing risk, and implementing quarantine
measures to contain further spread

(2 [o} VA01-3118FoTolBor: To ll[4g]oT (ed Z-N 011]{ofeTqg [=I

Identification ofstrangers >
with whom there has been

V4Alibris fol[oIY=Yelo] gl} = Td

Key Challenges:

1. Highly manual and labour intensive to identify
contacts, and conduct outreach activities

Prone to error due to lapses in memory, and inability
to identify contacts with strangers (e.g. contacts on

public transport or in grocery stores)

Servingas memory aid to Enable scalability through
improve effectiveness automation, and reduction of

INEGTEN] fel =I =To

erved.
a

B
7

x

5

i

Pd
a

5

2
[5]
3

E

io
7

775335



775335

Several countries are using digital tools for contact tracing

Iceland
*

(GEIST) fe
Fy

[+EV (SmitteStopp) IF

Czech Republic* ¢rouska)

A

(e311) F1

France (swpcovip) [ § Austria (Stopp Corona) (multiple)

BS Macedonia (stopkoronal)
§ Italyomoen

} ('e]} South Korea? wuttiple)

Algeria (5)

(Coronavirus Algérie) Israel* &
[GLC

on = Thailand (Mor Chana)
India* Indonesia (Pedulilindungi)

Ghana (Aarogya Setu) - -
(GH COVID-19 Tracker App)

Singapore*
(TraceTogether)

’ Australia* coviosare)
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Note: 1.* Denotes case study included within this document, 2. Multiple apps available in South Korea developed and launched by the public, not government (e.g. Corona 100 and Corona Map).
7

Source: Publicly available media and government websites as at 24th April 2020
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Some key design decisions needed for deploying contact tracing solutions

. TS : Optional Mand
VIII RVESEEEENo) f(al=WTolo] l[oY ilo aleM aa F:IaleEl Co] aVAo) WoT)iol oF: Fd Qos ibiliat

Will the application record any location data?

What personal information will be collected by the app?

Hybrid
a

I ELTEN AVERTtXee]|
.How will potentially exposed citizens be notified?
-
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1. For example name, age and/or post code 2. For example DOB, address and/or travel history in addition to basic demographics;
Source: Publicly available media and government websitesas at 24th April 2020



Approach adopted varies across countries, with main differentiators being
approach to data and privacy

Country App name
Ap

Plcatie
4

bocation Personal Data Collected Daas rags Uploay
Ny

idjeation

Fi Norway SmitteStopp Optional Yes Phone Numberand Age Cloud Automatic SMS

Inde wees opr ve JePlorelunbesedn tooo women

x

a Iceland Rakning C-19 Optional Yes Phone Number Localon device Voluntary In App

= Israel HaMagen Optional Yes Phone Number Local on device Voluntary In App

Singapore TraceTogether Optional No Phone Number Local on device Voluntary In App

T_-. io eRoudka Optional No Phone Number Local on device Voluntary Phone call

Australia COVIDSafe Optional No Ful vane Pose,
Age Range

Localon device Voluntary ronal,

Source: Publicly available media and government websites as at 24th April 2020
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While solutions are driving significant public impact, apps are voluntary
and relatively new, and adoption levels still low

Country Application name Launch date Downloads (millions) % of population

- Iceland RakningC-19 April 0.15 40%

B= Norway SmitteStopp April 1.4 26%

a Singapore TraceTogether March 1.1 20%

= Israel HaMagen ("The Shield") March 1.5 17%

L.| India Aarogya Setu April 75 6%

- Czech Republic eRouska ("E-Facemask™) March 0.1 1%
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Note: Australia excluded as insufficient time from launch date to leverage availability data; numbers based on last available updates in public
Source: 5 5 , Singapore, ; D
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Lessons learned in

contact tracing
solutions
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Developing a contact tracing solution requires three things:
product, operations and go-to-market

[2377]Cs IeTll 0 SY AVA ToTs [1 1et 4
Design & user experience

Privacy
Development

Testing
[D:\# Wo [Tel 1 Lo] (07-4 VAs] P-Ud {oT g 0]

Data management

Algorithms and analytics
Security

Hosting
STAT](WoTdole [TTudldorTe [19%To}

Target state (e.g.
additional use cases)
Initiatives and sequencing

Product

2 oTo-T HoT (i [olVTA-To Le | Support model

change management Define model

Marketing campaign

Branding and design
assets

[VENCln gfe]ET]
Launch

Launch plan & execution

Impact tracking
Metrics definition

DETolek:ge!

Operations

Governance and structure

Define governance forum

Citizen and govt users Train L1 and L2 support and meeting cadence

Integration with existing

operations

Confirm ongoing product

ownership Copyright
©
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Managing a complex stakeholder environment is essential

May be different levels of govt Communicationsand

responsiblefor parts ofthe marketing teams/agencies
healthcare value chain who will help drive adoption

(00073)#: Toa ff {: (= STERNALCo}
identifythose at-risk

[3 CEUIE T-( [wR {eld A: (oa}:4
and overarching policy

Digital agencies to support

development and runtheapp

Note: Illustrative set of stakeholders

Privacy and rights advocacy

groups who act on behalfof

citizens

5
Citizens who will

——

ETE WAVE gT¥:V lo}

Gunn

Vendors and suppliers to help Cybersecurity agencies to

build the solution ensurea resilient solution
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Eight success factors for a successful contact tracing solution

\EUGRIGIR {dolg1 &=T3Te IF:To]o Me [1 f=10 WelETS alo](RET ale REE SYA(eNURR do RoIU] dF: To [o] )n lo] W(K-MeTa NAT@fe]dla gil a1 [ag P=
registration information)

Product Develop an algorithm to interpret Bluetooth 'ping data’ and determine whether close contact has likely
taken place. The algorithm needs to help identify all potential close contacts while avoiding false positives

SOUT =Tol VT] i Y= Uy Te W=T3 Tod 0) s 14 [10 WETQ= {oolVS(=To Wea Wiloln IaSt = Ta dM 1 Tod (0s hg F=fTold WE VAP Wo [SAYA TelSR= Tg To loTod(2 Ta To I CEAYZC

RIAN: To)o] (eX:Uels I fo No](oTe[I] oi f=Tals WeTolcTg=1ulo Ta Sa TTT Muo Mag P-Lod a WEE Wel e101 41 VATE o T-Yedi [oSRAVEN[oT IE Ho]lV EX p [1 CTH 4 I)
number and rate of infections; the size of the population; and, the capacity of healthcare operations erved.

0
; Remember that health officials are the other major user. Make the solution easy for health officials to use,

perations and support easy integration with their existing workflows

A highly-scalable operations and support model needs to be put in place to handle a major increase in the

numbers of users and associated requests for support

LVLETea TegT0010To IRQ EW TT 1 i E00 VIS Tp Tedd a ER:To JoJz Ug To BE=To fo [CISTp Fe ofp [olcT gg RCTEo To MC {FoI R= o Tg A= (el) RFo Mo]

clear, approachable, and avoid jargon
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Case study:
COVIDSafe

Australia



COVIDSafe is Australia's contact tracing solution to support health

officials with coronavirus containment efforts

N\DS4A

CYNO)+
ol

VY

beq\t©
Help stop the spread

and save lives.

COVIDSafe is active

There's nothing else you need to do

except to leave the app running and

keep Bluetooth® on.

For more help, see our FAQ

oy Share COVIDSafe

Bb Invite others to help.

Together, we're stronger.

Get the Coronavirus app >

Download the government

RECA Ne RgERETo oREX elolgao] (C= AAAIUT 5} #13

The data captured includes a name, age range, postcode
and mobile number

([gl{=Tor =e loi tip410 El o FAV/R-We[o]U]o] (SH elo] a ¥=TgIe s1u [oT Wo [01 ft {0 M1 4 P=)

the data from the app when liaising with health officials

[1(UT=1oTo)dge PU:IEY (oT¢=Te le]IdT: To]os MAU Id a W001AA Ta To TaN Lo] UES
reference identifiers and data only kept for 21 days

The app is not leveraging the recently announced APIs from

(colo{(-IF: Tals :Vs]o1[3]
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Registration and privacy

It is important that you read the

COVIDSafe Privacy Policy before

you register for COVIDSafe.

If you are under 16 years of age,

your parent/guardian must also read

the Privacy Policy.

Use of COVIDSafe is completely

voluntary. You can install or delete

the application at any time. If you

delete COVIDSafe, you may also ask

for your information to be deleted

from the secure server.

To register for COVIDSafe, you will

need to enter a name, mobile

Enter your details to sign up

Full name

Sam Jones

Age

30-39

Postcode

3000

For further information please read our

Privacy Policy.

COVIDSafe is designed to be an easy to use 'single purpose’ product

App permissions

COVIDSafe needs Bluetooth® and

notifications enabled to work.

Select ‘Proceed’ to enable:

1. Bluetooth®

2. Notifications
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A website provides links to download the apps and FAQs

€ covpsate x +
=

x © Helo Topics x +

© 9 C a covidsafegovau Qa v 8 « C  @ covidsafegovau/help-topicshtml Qa xv @

COVIDSafe app Help topics
Let's work

Overview of COVIDSafe

together to stop
What is the COVIDSafe app? vv

the spread of

COVID 1 9
Why does Australia need COVIDSafe? vv

COVIDSafe helps you and all of our communities. Assist What does COVIDSafe do? v

health officials to quickly understand and tackle the spread

of Coronavirus (COVID-19).

How does COVIDSafe work? v
Download the COVIDSafe app on the Apple App Store or

Google Play.

I wie on th poe—
Who can use COVIDSafe? v

[ App Store Google Play

Is there a risk that people may report false positives? v
a
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Australia's approach to key design decisions is privacy centric, and apps
functions as memory aid only

VIII RVESEEEENo) f(al=WTolo] l[oY ilo aleM aa F:IaleEl Co] aVAo) WoT)iol oF: Fd

Will the application record any location data?

What personal information will be collected by the app?

Where will the data be stored?

Who will decideto upload the data?

How will potentially exposed citizens be notified?

Mandatory

No location data recorded [Melee Tiel Ne ET ENE=Ielol(sle]

Phone Number Only Phone number& Basicdata Phone number & Detailed data?

Local on device Hybrid

(PIERO ESR GR GEL ELE] Data uploaded automatically

ad

WELTELRYER dale] LEE Automatically via SMS or In App Notification

1. For example name, age and/or post code 2. For example DOB, address and/or travel history in addition to basic demographics;
Source: Publicly available media and government websitesas at 24th April 2020
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Australian Government

BCG was part of a joint W amazon
team with government COVIDSafe >ding

Team
-

agencies and industry .

partners

©Gamma

N 4 E(0/C
PLATINION
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A multi-disciplinary BCG team supported the COVIDSafe launch

CENTER FOR ; :
Digital Government | = |

8
2

5
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The full suite of DigitalBCG capabilities has been involved

{TN

v|

Strategy and operating

model, stakeholder

management, and

F=To[o]o]ulela My g=1051241%

BCG

Digital
Ventures

User interface design for

the app and admin portal
and integration across

[o] ole lVlotlloT](a RV=F-Taa CK:
AWS, Shine)

BCG

PLATINION

\Y:ToToIcle NURIgh il Lo)VARF-Tgle!
integration with existing
contact tracing processes

—

(

¢

)

Supporting development
of the Bluetooth®

proximity algorithm

erved.
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More than 2M people downloaded and registered in ~24 hours

BBC News

14hrs-@

The app, called COVIDSafe, notifies users if they have had contact with

another user who has Covid-19.

COVIDSafe
Australian Department of Health

(BB [CARE

BBC.COM

Million Australians download coronavirus tracing app

QwOok 1.3K comments 1.7K shares

oy Like (J comment £> Share [= 3

mM

30

RQ

KG

#

©

€

Do

&« Tweet

Scott Morrison&
@ScottMorrisonMP

Well done Australia. We've just passed 2m downloads

for COVIDSafe.

But we've still got more to do keep you & your family
safe, protect our doctors & nurses & help us get back

to the way of life we love.

Join us in stopping the spread, download it now.

covidsafe.gov.au

7:31 PM - Apr 27, 2020 - Twitter for iPhone
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Context

Australian Govemment wanted to

introduce a mobile app that improves
the effectiveness of COVID-19 contact

jir:Toly4

Objective

Design, develop and release a contact

tracing app for Australia and achieve at

least 40% take-up

REN[ATE

Help reduce the spread of COVID-19 by

improving the accuracy and speed of

contact tracing

CoOVIDSafe Contact Tracing App
Australian Government

Approach
« BCG, DV,Gamma,and Platinion were engaged as part of a multi-disciplinary team comprising technical

specialists from world-leading technology companies including AWS, Shine Solutions and GoSource to

develop the app over short timeframe (~4 weeks)
+ BCG played a critical role coordinating delivery between the design, build and testing teams,aswell as

defining the overalloperating model and resourcing requirements to support the app after go-live
+ BCG alsoworked on the design, overall user experience,user stories, and screen designs; and the

analytics required to support Bluetooth® based contact tracing

Outcome

Australia's COVIDSafe contact tracing app was built in a rapid pace after the deliveryteam was

mobilized. The app:
+ Was thoroughly tested from a usability and performance perspective
+ Was subject to a rigorous independent cybersecurity evaluation which analyzed how user data is stored,

securedand used

+ Was subject toan independent privacyim pact assessment
= Solved significant technical challenges associated with interoperability between Android andiOS

In addition:

+ Asupporting microsite and marketing materials were developed to help drive app adoption
= A privacy statement,consent model were developed
= Asupport model was defined and an instance of Jira was deployed to support ongoing operation &

im provements tothe app
= An Administration Portal was set for Government officials to administerthe app

The app was launchedat6 PM on Sunday 27" April 2020 and over 2M people downloaded and

registered for COVIDSafe in ~24 hours Copyright
©

2020
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Group.
All
rights
reserved.
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BCG can design, build and launch COVID-19 contact tracing platforms for

both public and private sector organisations
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Appendix:
Contact tracing app
case studies
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Approaches to digital contact tracing in six countries

TraceTogether SmitteStopp ViYo dole) Yo IY-347]

eRouska Rakning C-19

ed.
b
8

£

2

ke
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ef
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5
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TraceTogether [XU What Singapore did

GovTech launched a smart phone app called TraceTogether as a

preventive measureagainstthe COVID-19 through community
driven contact tracing.

What is TraceTogether ? Once downloaded from the app store, it assigns unique identifiers to
i citizens devices,and uses Bluetooth technologies to detect and log

details of all other userswho come within 2-5 meters proximity.

If a citizen tests positivefor the COVID-19 virus, the Ministry of

Health provides them with a code to enable them to authorise

sharing their logs with the Ministry. These aredecoded by the
Get notified quickly by contact frecers Earller hoMication means best Everyone can play a part la combatthe
Wyouhud E around us spread of COVID-19 Ministry,and any close contacts alerted anonymously.© COVID-19 case’

Download the app, enable Bluetooth®, and protect your loved ones and yourself.

Usageof the app is voluntary,and to protect user privacy the only
data provided is a mobile number.The Ministry of Health is the only

authoritywhocan decrypt app logs.
§ (53) uniTEDcol MST OFMEATH

i rzveit, $2orher ohoros
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Singapore's approach to the 6 key design decisions is privacy focused, and

enables scalability through automated outreach

VEL!
Will usage of the application be mandatory or optional?

Badaiory

No location data recorded

I

Phone Number Only Phone number & Basic data

I

Citizen has decision to upload data

[VELTE AVERT I=Roz]| Automatically via SMSor In App Notification

(0)VAY [WoTole=TaliEIIVASN elo)<lo Rolie p4=Ia SN ol MaloNuiiIETols ° —

UP Re TA=Y Ty Tol (SNFoySMETe TR Te WATofool eloYo [VAM oT =P:Ty Tol CHDIOLITele[ {AS 1h To Ao TR {= =I MAT EN Co a YAIi I=TeLe [ {a ToT Ro MoT:[ola [Ty To] e = ola} [eS
Source: Publicly available media and government websites as at 24th April 2020
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Backup: What is TraceTogether and how does it work?

raceTogether is a contact-tracing smartphone app that enables the Ministry of Health (MOH) to quickly track people who have been exposed to confirmed coronavirus cases.

Users SS. Users have to input their 3 During the Users will then have to enable push BH
This is because the app uses

here can mobile phone number for initial set-up, notifications and location short-distance Bluetooth signals that

download the app 24 MOH to be able to contact them users have to give permissions, and keep the Bluetooth are exchanged between phones to detect

quickly. The number is the only their explicit function on their phones turned on. other TraceTogether users in close proximity.
data collected by the consent to be able

Government through the app. to use the app.

aD
Enter your mobile number to

be contacted

es Your consent is needed for

the following:
“TraceTogether” Would Like

secured TraceTogether registry

Hel f
)

For TracsTogether users whe ore
a

:

Conboy dai or atooth
9

COVID-19 cases to share Set up app permissions
a

tava
ae

}

We One-Time Pin (OTP)
A

Yi ext you © One Time Pin
! h

0 To store your mobibe number in a

Aa oD

louse

nlusice)Satin 10 tor your tomy? ne thee amber
ahi

changes
Blip

h -

# Official contact

tracers who call

1. Bivetooth
users will provide a code

2. Pushnotiicotions that users can match

with a corresponding
verification code on

their app.

Enter OTP that was sent to TraceTogether" Would Like
* Once authenticated,

+65 3 10 Send You Notifications users will be given a
s

PIN number that

allows submission of

logs when entered.

oo » Official contact tracers

-

will not ask for personal
Your codewill expire in 1:57 financial details or

Resend Code
J

transfer of money.

informotion about their possible
‘encounterswith you

—

50 that we

‘can call your mobile phone about

with a COVID-19 next steps

Select Yes’ for th croens to

setup
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Source: https://www.straitstimes.co m/singapo re/coronavirus-spore-gove rnment-to-ma ke-its-contact-tracing-app-freely-available-to
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ala
Norway

SmitteStopp (Infection Stop) [QU What Norway did

The Norwegian Institute of Public Health's (FHI) COVID-19 contact

tracing application was launched in April,and was downloaded >1.4m
timesin thefirstweek of launch.

The application uses phone Bluetooth and location capabilities to
record closeinteractionswith other application users; looking
specificallyfor incidentswherea userwas closerthan 2 meters for>15

minutesto a person that has been diagnosed with theinfection.

If a useris confirmed to be infected with COVD-19, thedatais used in

thecontacttracing process and the Health Authoritieswill send an

anonymous notification via SMS with advice on appropriate health

measures to all close contacts identified.

Location and close contact data is retained for 30 days before deletion.

Personal demographics data recorded is limited to Phone Number and

Age. Users can delete their data by deletingthe application, or via

delete functionalityin the app.

Through the SmitteStopp app, the Norwegian Institute of Public

Health receives anonymised data about movement patterns in society
to aid in research ontheeffect of changes to the measuresin fighting
thevirus. Copyright

©
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Source: 1. Forbes. 2. Helsenorge.no 3. https://www.simula.no/news/digital-contact-tracing-ga 31
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Norway's approach to the 6 key design decisions enables a data led

approach to contact tracing leveraging location and Bluetooth functionality

Optional Mandatory
Will usage of the application be mandatory or optional?

No location data recorded

Local on device Hybrid

- *>

[VELTE AVERT I=Roz]| Automatically via SMSor In App Notification

(0)VAY [WoTole=TaliEIIVASN elo)<lo Rolie p4=Ia SN ol MaloNuiiIETols °

—i
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UP Re TA=Y Ty Tol (SNFoySMETe TR Te WATofool eloYo [VAM oT =P:Ty Tol CHDIOLITele[ {AS 1h To Ao TR {= =I MAT EN Co a YAIi I=TeLe [ {a ToT Ro MoT:[ola [Ty To] e = ola} [eS
Source: Publicly available media and government websites as at 24th April 2020
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Aarogya YD Xx What India did

AarogyaSetu isa mobile application developed by the Government

of Indiato augmenttheinitiatives of the Government (particularly
the Department of Health)to proactively reach out to thecitizens of

India to provide information on best practice and health guidance
for the containmentof COVID-19.

Helpyon éb Sov Theapplication acts as a one-stop solution for spreading awareness
v

ro

about Covid-19, helping selfdiagnose users, provide latest updates
Govt Launches ‘Aarogya Setu App’ ®YTleDO) and even to storeand display e-pass. In addition, itincludes

a Bluetooth-based @) COVID9 Tracker functionalityto aid in contact tracing. 3

| Duringthe registration process, users are asked to provide detailed 2
The app will alert oe |

heaps BI Ka Toki dem ographicdata including name, phonenumber,gender, recent :
sors If

hey
ee vey Sst by

:

Fo in travel history and details pertainingto profession. Users are also $
proximity to an

; 3

available in [Raa SA asked to provide health data and progress through symptom self- °
infected person Android & iOS £

: : Available in 11 different languages assessment. z

6 wAch
Scan to Download 3

8

inform vsers Ee fs Once downloaded the app leverages phone location and Bluetooth §
practices & reemien

|

architecture & is Aarogya Setu capabilities to identify potential close contacts,and automatically Hl
di ate

Inn
App for i0S and Android alerts usersiftheyhave been in close proximity with an infected ]

(v] (f} person. Itthen proactivelyoffers information on appropriate next s

steps (e.g. isolation).Allofthe information providedis vetted by the 5
3government's Department of Health.

Source: https: //www.livemint.com/technology/tech-news/aarogya-setu-app-how-bluetoot h-helps-in-identifying-
covid-19-suspects-11587730877077.html

33



India's approach to the 6 key design decisions reflects one-stop-shop
approach for self-assessment, outreach and contact tracing

\ . ; .
(of {LIEN (VELE elyWill usage of the application be mandatory or optional?

y

Phone Number Only

L,

Local on device

-

[VELTEAVERT I=Roz]| Automatically via SMS or In App Notification

(0)VAY [WoTole=TaliEIIVASN elo)<lo Rolie p4=Ia SN ol MaloNuiiIETols ° pm

UP Re TA=Y Ty Tol (SNFoySMETe TR Te WATofool eloYo [VAM oT =P:Ty Tol CHDIOLITele[ {AS 1h To Ao TR {= =I MAT EN Co a YAIi I=TeLe [ {a ToT Ro MoT:[ola [Ty To] e = ola} [eS
Source: Publicly available media and government websites as at 24th April 2020
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Screenshots from Aarogya Setu iPhone mobile app

Please select your language

English

f=

spweidl

dre)

Government of India

RY TU (al=H=Tolol: To]0] CER ol VAT WA=To s VAC: fo Tea HVA Te oO oh. VASE174

rvice& Privacy

Please check the app regularly to stay updated

Be prepared but don’t panic

Your infection risk is low. We recommend that you stay

© Device Location
Y

4
at hame to avoid any chance of exposure to the Novel

tis recommended that you set your lo

Alva: Yoo cam chamge this ardent lore”
Coronavirus. Retake the Self-Ass

develop symptoms or come in contact with a COVID-19

confirmed patient. Do visit yeww,mohfw.gov.in for more

© Bluetooth

Monitors your device's proximity to another mobile

device. It is recommended that you keep it on at al

times

information.

© Data Sharing
Your Data will be shared only with the Government of J Self Assessment Test >

you would like to contribute to a safer India please More information on COVID19

indicate your acceptance of the Terms of Service and the

Privacy Policy by clicking on the button below Learn more about COVID-18

COVID-18 Do's and Don'ts

Safety measures against COVID-19
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Ra kning C-19 (Tracking C-19)

COVID.IS

RAKNING C-19

A)

https://www.youtube .com/watch?v=8lvpVW7n0od

Source: https:

What Iceland did

Rakning C-19is was launched by the Icelandic Government

(Icelandic Directorate of Health and Department of Civil Protection
and Emergency Management) to help mitigate the Covid-19

pandemicin Iceland. lt facilitatesthe contact tracing process.

The app collects GPS locationdata and stores it locally on the device

both when theappisinuse,andwhen itis in thebackground (viaa

plugin called React Native Background Geolocation). Datais retained

for 14 days before deletion.

If theuseris diagnosed with COVID-19,theyare asked via push
notification by the Directorate of Health to share the location data for

contact tracingin orderto identify individuals that might need to go

into quarantine. Users agree by entering their National ID number (if
available), and acceptingon the screen. If theuser agrees,data is
sentto the Contact Tracing Teams databasewhereitis then used,

together with information gathered through traditionalinterview

based contact tracing methodologies, to identify the individuals and

places that have potentially been exposed to the virus.

Users areauthenticated by their phone numbers, which istheonly
personallyidentifying information collected upon registration. Usage
of theapplicationis voluntary.

The application is now Open Source with a view to enabling
cooperation across countries, facilitating contributions for app

im provement, and providing transparency on how the app works. It is

still under evaluation if APIs will be made open source.
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Iceland's approach to the 6 key design decisions focusses on leveraging
location history as a memory aid to augment contact tracing process

Co .
Optional VERE:

Will usage of the application be mandatory or optional?
Plans hid

Location data recorded

42

Phone Number Only Phone number & Basicdatat Phone number & Detailed data?

=
»

AE deleteela EIRTaitelutn [olaRNYI1INol=Nofo]| [=Totd=To Ho) Aua[=ReT oToF2

.

Local on device Hybrid Cloud

Where will the data be stored?

Citizen has decision to upload data

[VELTE AVERT I=Roz]| Automatically via SMSor In App Notification

(0)VAY [WoTole=TaliEIIVASN elo)<lo Rolie p4=Ia SN ol MaloNuiiIETols ° Ee
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Source: Publicly available media and government websites as at 24th April 2020
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Screenshots from Rakning C-19 mobile application

Rakning COVID-19 Rakning - COVID-19 Sladu inn Leyfa stadsetningu LENG AR-C LT
ridges einai 43 eka simandmerid pitt og tilkynningar

Pu tard sidan sendan koda sem bi slaerd ska eftir heimild til ad skra

setningu pina. bad er mjog

Hvernig virkar appid op hvada
ivBa Sha eta

mipU ary

Upplysingar um €COVID-19

upplysingar geymir pas? iMANR A heimasiaunni covid is er33 finna ymis

Sledzenie COVID-19 ”
ger Q Allow Rakning C19 to 268 rd ag traustar upplysi

access this device'sPoms Obras Cywiins w tlsdieni patendanych brug F

. | py
4

in = .
i

oe BE Ll

EEE
H ig

Heo te

COVID A inflections.

Continue in English
BE séttkvi, hvernig virkar han?

Einangrun, hvernig virkar hin?

o
y 50 FES sinus stat se

sur

agin Ul rakningateymis almannavarna. forBast ég smit?

il 30 audveida rakningu smita

Tracking COVID-19
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Source: https: //play.google.com/store/apps/details?id=is.landlaeknir.rakning& hl=en_AU
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QR. What Israel did

Ministryof Health launched an app to support contact tracing
through identification ofclose contacts ofCOVID-19 patients using
location data.

ELLYA8EN (the shield)

The application is voluntary,and uses mobile device location data to

track a users location. It then compares thiswith the Ministry's data

on infected person's paths, notifies users of matches and provides
them with instructions onwhat to do next via referral to the Ministry
of Health Website.

The cross-referencing ofyour GPS historywith thelocations of

COVID-19 patients happenson your phone; your GPS data does not

leave your mobile phone, andis not sentto any third party. Thedata

from the Ministry of Health is sent to your mobile phone for cross-

referencing, no datais sent back to the Ministryof Health. The app

allows userstodecide whether to reporttheirexposureto the

coronavirus tothe ministry.

The application was developed in Israel on the basis ofOpen Source

code to enabletransparencywith the public,and to makeit possible
for programmersin Israel and around theworld to contribute to

improvement ofthe app.

The application replaced the practice of publishing Ministryof
Health data for citizensto review andidentify close contacts. Copyright

©

2020
by

Boston
Consulting
Group.
All
rights
reserved.

Source: 1. https://latamisrael.com/english/hamagen-is-an-app-for-fighti ng-the-spread-of-coro navirus/ 2.

https://govextra.gov.il/ministry-o f-health/hamagen-app/ download-en/ 3. https://medium.com/proferosec-

osm/hamage n-applicatio n-fighiting-thecorona-virus-4ecfs5eb4f7c
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Israel's approach to the 6 key design decisions

Optional Mandatory
Will usage of the application be mandatory or optional?

Phone Number Only Phone number & Basicdatat Phone number & Detailed data?

Local on device

Citizen has decision to upload data Data uploaded automatically

[VELTE AVERT I=Roz]| Automatically via SMSor In App Notification

(0)VAY [WoTole=TaliEIIVASN elo)<lo Rolie p4=Ia SN ol MaloNuiiIETols ° =
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How does HaMagen work?

GENET)
The Ministry of Health App

for Fighting the Spread of Coronavirus

HaMagen Is an app Mat Is endorsad by the Ministry of Health. It

can tellyou have been in the presence of a who has been

diagnosed with coronavirus,

The app cross-checksthe GPS history of your mobile phone with

histerical geographic data of patients from the Ministry of Health

Accordingto data collected HaMagen is available in five languages: Hebrew, Arabic, English,

thus fa, startingfrom:22,03.20 5 1115fo

Vou can now close the app.

wil there's

Download the *Hamagen
application to your device

The application collects your

Jocation history in the background

A few times a day, the application
downloads information from the MoH

server on known corona patients paths

The applicaton compares the local

locations on the device with the

information from the server,

as they are received from the MoH

When there is a match

the application notifies the user

The alert is kept on the

and will not be displayer

uations,

the informatior

the device and

not sent to anyone

The information is

kept on the device,

and only on the device

The application pulls information

from the MoH,

and does not send any back

Source: 1. https: //latamisrael.com/english/hamagen-is-an-app-for-fighting-the-spread-of-coronavirus/ 2. https: //govextra.gov.il/ministry-of-health/hamagen-
app/download-en/ 3. https: //medium.com/proferosec-osm/hamagen-application-fighiting-the-corona-virus-4ecf55eb4f7c
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eRouska AQ. What Czech Republic did

The Czech Republicrecently launched its tracing app on both iOS

and Android platforms as a part of its broader Smart Quarantine

project,a broaderinitiative that also seeks to link paymentcard data

9:00 v "RITE | 9:00 v RIES|
Asin other countries, the app leverages Bluetooth technology to

identify contact with others. It only collects data related to Bluetooth
|

pings,includingthe duration of the contact as well as the signal

van.
© strength,in an attem pt to avoid false positives.Onlya phone

v numberis required to register theapp, and indeed this does not

— I
have to match the app device's actual number, further helping

Reais dim

provide assurance on privacy74.2020 lebd18 65 dBm

Aplikace pracuje na pozadi a monitoruje
okoli, prosim neukonéuite ji. Nechte zapnuté

Sh RTE SE

anki
io

PTTa——— Should a citizen become infected with covid-19,they havethe option
_ — o

ontabova to send theanonymizeddata from their devices to health officials

whoin turnwill contactthose potentiallyat risk via phone.

CRETE] SDILET APLIKACI  § Moje data SMAZATDATA @

74.2020 1ebg18 63 dBm

aslani 74.2020 Jebs1a  -46dBm

7.42020 ebg18 ad dem

7.42020 1ebg18 46 dB

742000 Jeb018 448m Usageof the app is entirely voluntary
74.2020 1eb018 48 dEm

POZASTAVIT SBiRANI DAT 742020 ao

7.42020 19:10 1eb918 46 dBm
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Source: https://erouska.cz/;
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The Czech Republic have prioritized privacy in order to try and drive

adoption

Co .
Optional VERE:

Will usage of the application be mandatory or optional?
iii RIARIOY

Will the application record any location data?

Citizen has decision to upload data DETERV [ELEe EW Tela El ile=113]

(ERE AYER le Rew] AutomaticallyviaSMS or In App Notification

[RIoIWVAVI1| WeToyu=Ialu F:{1\VA={ole}=Yo Nell1 4=Yo Io -MaToRuINITo1S - .

UP Re TA=Y Ty Tol (SNFoySMETe TR Te WATofool eloYo [VAM oT =P:Ty Tol CHDIOLITele[ {AS 1h To Ao TR {= =I MAT EN Co a YAIi I=TeLe [ {a ToT Ro MoT:[ola [Ty To] e = ola} [eS
Source: Publicly available media and government websites as at 24th April 2020
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Disclaimer

The services and materials provided by Boston Consulting Group (BCG) are subject to BCG's Standard Terms

(a copy of which isavailable upon request) or such other agreementas may have been previously executed by BCG. BCG does not

provide legal, accounting, ortax advice. The Clientis responsible forobtaining independent advice concerning these matters. This

advice may affect the guidance given by BCG. Further, BCG has made no undertaking
to update these materials afterthe date hereof, notwithstanding that such information may become outdated

orinaccurate.

The materials contained in this presentation are designed forthe sole use by the board of directors or senior management ofthe

Clientand solely for the limited purposes described in the presentation.The materials shall not be copied or given toany person or

entity otherthan the Client (“Third Party”) without the prior written consent of BCG. These materials serve onlyas the focus for

discussion; they are incomplete without the accompanyingoralcommentary and may not be relied on as a stand-alone document.

Further, Third Parties may not, and it isunreasonable forany Third Party to, relyon these materials for any purpose whatscever. To

the fullest extent permitted by law (and excepttothe extent otherwise agreed in asigned writing by BCG), BCG shall have no liability
whatsoeverto any Third Party, and any Third Party hereby waives any rightsand claimsit may have at any time against BCG with

regard to the services, this presentation, orother materials, includingthe accuracy or completenessthereof. Receipt and review of

this document shall be deemed agreement with and considerationforthe foregoing.

BCG doesnot provide fairness opinions orvaluations of market transactions, and these materials should not be relied on or construed

as such. Further, the financial evaluations, projected market and financial information, and conclusions contained in these materials

are based upon standard valuation methodologies, are not definitive forecasts, and are not guaranteed by BCG. BCG has used public

and/or confidential dataand assumptions provided to BCG by the Client. BCG has not independently verified the data and

assumptions used inthese analyses. Changes in the underlying data oroperating assumptions will clearly impact the analysesand
conclusions.
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