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Countries need

to re-start their
economies

« Prior to COVID-19, 160 countries expected to have positive income
growth; now, 170 are expected to have negative growth!

» 81% of global workforce of 3.3bn people have had their workplace
fully or partly closed?

« Equivalent of 195 million full time workers losing their jobs due to
reduction in working hours?

» Demand for oil has shrunk, leading to the lowest prices in 21 years?

» Forecast drop of ~35% in global travel and tourism revenue
compared with 20194

« ~S8 trillion USD in fiscal measures undertaken by governments?
« Higher spending and foregone revenues: $3.3 trillion
« Public sector loans and equity injections: $1.8 trillion

» Guarantees: $2.7 trillion

Note: Data as at 26/4/2020 4
1.IMF; 2. BBC/ILO 3. BBC/Bloomberg; 4. Statista; S5.IMF;

ed.

eserve

Copyright © 2020 by Boston Consulting Group. Al rights r

775335



Contact tracing will play a critical role in re-starting economies

Flatten Fight Future

Disease progression
Healthcare system capacity & response
Government policies & economic stimulus
Business engagement and response

Public engagement & response

Source: BCG analysis

Efficient access to testing

Rapid diagnostic

Hospitalise and treat the
infection

Clear and timely communications
and health advice

erved
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Contact tracing is the process of identifying positive and at-risk people
and deploying measures to reduce spread of infections

An investigative process which involves: to identify
o . . contacts, and conduct outreach activities
Identifying people who have been in contact with
infected patients within the incubation period (e.g. Prone to error due to and
through interviews) (e.g. contacts on
Contacting and alerting people who may have been RUBIE transpert Grisigcery store:)

exposed to the virus

Assessing risk, and implementing quarantine
measures to contain further spread

How Digital Tools can Improve Outcomes:

Identification ofstrangers /‘> Servingas memoryaid to Enable scalabilitythrough
with whom therehas been ' improve effectiveness automation,and reduction of

Allbrgill,  closecontact manual process steps

eserved.
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Several countries are using digital tools for contact tracing

Iceland* (Rakning c-19) #:
am
Norway* smittestopp)

Czech Republic* ¢rouska)
) China
France swpcoviny )™= Austria (stopp corona) (multiple)
%j Macedonia (StopKorona!)
[} Italy (immuni) « O South KoreaZz multiple)
Algeria (5]

(Coronavirus Algérie) Israel* e
(HaMagen)

— Thailand (MorChana)
India* Indonesia (Pedulilindungi)

Ghana (harogase) @
(GH COVID-19 Tracker App)

Singapore*
(TraceTogether) - Australia* covipsase)

Copyright © 2020 by Boston Consulting Group. Allrights reserved.

Note: 1.* Derotes case study included within this document, 2.Multiple apps available in South Korea developed and launched by the public, not government (e.g. Corona 100 and Corona Map). U
Source: Publicly available media and government websites as at 24th April 2020
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Some key design decisions needed for deploying contact tracing solutions

: S . Optional Mand
Will of the application be mandatory or optional? ptions bl

Phone number & Basicdata Phone number & Detailed data?

Data uploaded automatically

o=
4

Automatically via SMS or In App Notification

How will potentially exposed citizens be r 4 E——
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1. For example name, age and/or post code 2. For example DOB, address and/or travel history in addition to basic demographics;
Source: Publicly available media and government websitesas at 24t April 2020




Approach adopted varies across countries, with main differentiators being

approach to data and privacy

Country App naiive Application Locat.lon Peruaral Dads Colluctad Data Stc.)rage Up!o.ad Notification
Usage tracking Location decision System
Norway SmitteStopp Optional Yes Phone Number andAge Cloud Automatic SMS
= . . Name, Phone Number,Gender, Location localon .
=== L AaregyEaky Dptfonal b Profession and Travel History device, Cloud other Anbemig In fipw
: = Iceland Rakning C-19 Optional Yes Phone Number Local on device Voluntary In App
x| Israel HaMagen Optional Yes Phone Number Local on device Voluntary In App
< Singapore TraceTogether Optional No Phone Number Local on device Voluntary In App
&1 Czech 5 .
- . eRoudka Optional No Phone Number Local on device Voluntary Phone call
Republic
o y ’ FullName, PostCode, Age Range 4 PhoneCall,
i Australia CovIDSafe Optional No and Bhane Rumibar Local on device Voluntary then In App

Source: Publicly available media and government websitesas at 24t April 2020

Copyright © 2020 by Boston Consulting Group. All rights reserved.
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While solutions are driving significant public impact, apps are voluntary
and relatively new, and adoption levels still low

Country Application name Launch date Downloads (millions) % of population
H= Iceland RakningC-19 April 0.15 40%
3= Norway SmitteStopp April 1.4 26%
E\‘ Singapore TraceTogether March 14 20%
m Israel HaMagen ("The Shield™) March 1.5
. India Aarogya Setu April 75 6%
N Czech Republic eRouska ("E-Facemask™) March 0.1 1%

Copyright © 2020 by Boston Consulting Group. All rights reserved.

Note: Australia excluded as insufficient time from launch date to leverage availability data; numbers based on last available updates in public

Source: 2 3 , Singapore, i )
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Developing a contact tracing solution requires three things:
product, operations and go-to-market

Build of E2E MVP product
Design & user experience
Privacy
Development
Testing

Data & Technology platform
Data management
Algorithms and analytics
Security
Hosting

Future product roadmap

Marketing campaign
Branding and design
assets
Marketing plan
Launch

Launch plan & execution

Impact tracking
Metrics definition
Dashboard

Target state (e.g.
additional use cases) .
Initiatives and sequencing Operations

Process, workflow, and Support model Governance and structure
change management Define model Define governance forum
Citizen and govt users Train L1 and L2 support and meeting cadence
Integration with existing Confirm ongoing product

operations ownership

Copyright © 2020 by Boston Consulting Group. All rights reserved.
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Managing a complex stakeholder environment is essential

May be different levels of govt Communicationsand
responsiblefor parts of the marketing teams/agencies
healthcarevaluechain whowill help drive adoption

————

Participate in
Contact'tracers'useit to S e BN Sy e
contact tracing
groupswhoacton behalfof

identifythoseat-risk e
citizens

Citizens whowill

Health agencies for tracking il e
actuallyusetheapp

and overarching policy

Digital agencies to support Vendors and suppliersto help Cybersecurity agencies to
developmentand runtheapp build the solution ensurea resilient solution

Copyright © 2020 by Boston Consulting Group. Allri

Note: Illustrative set of stakeholders
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Eight success factors for a successful contact tracing solution

Make the front-end app design clear, simple and easy to use to spur adoption (e.g. only ask for minimal
registration information)

Product Develop an algorithm to interpret Bluetooth 'ping data' and determine whether close contact has likely
taken place. The algorithm needs to help identify all potential close contacts while avoiding false positives

Ensure security and encryption are focused on from the start, including both at a device and back-end level

The approach to product and operations need to match a country's specific situation — for example, the
number and rate of infections; the size of the population; and, the capacity of healthcare operations

eserved.

0 . Remember that health officials are the other major user. Make the solution easy for health officials to use,
perations and support easy integration with their existing workflows

A highly-scalable operations and support model needs to be put in place to handle a major increase in the
numbers of users and associated requests for support

Messaging around the benefits of using the app and addressing concerns related to (for e.g. privacy) to be
clear, approachable, and avoid jargon

Copyright © 2020 by Boston Consulting Group. Allrights r

A data-driven adoption plan needs to be rolled out and actively monitored to ensure take up of the app
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COVIDSafe is Australia's contact tracing solution to support health
officials with coronavirus containment efforts

D
o\ PS4,

@)
250

g
b’SQ\I\O

Help stop the spread
and save lives.

COVIDSafe is active

There's nothing else you need to do
except to leave the app running and
keep Bluetooth® on.

For more help, see our FAQ

@y Share COVIDSafe
Invite others to help.
tro

Together, we're stronger

Get the Coronavirus app >

Downioad the government

The use of the app is completely voluntary

The data captured includes a name, age range, postcode
and mobile number

Infected citizens have a double consent option not to share
the data from the app when liaising with health officials

Bluetooth data is stored on the app, with only anonymous
reference identifiers and data only kept for 21 days

The app is not leveraging the recently announced APIs from
Google and Apple

Copyright © 2020 by Boston Consulting Group. All rights reserved.
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Registration and privacy

It is important that you read the
COVIDSafe Privacy Policy before
you register for COVIDSafe.

If you are under 16 years of age,
your parent/guardian must also read
the Privacy Policy.

Use of COVIDSafe is completely
voluntary. You can install or delete
the application at any time. If you
delete COVIDSafe, you may also ask

from the secure server.

To register for COVIDSafe, you will
need to enter a name, mobile

numher ane r

Enter your details to sign up
Full name

‘ Sam Jones

Age

‘ 30-39

Postcode

‘ 3000

For further information please read our
Privacy Policy.

COVIDSafe is designed to be an easy to use 'single purpose' product

App permissions

COVIDSafe needs Bluetooth® and
notifications enabled to work.
Select ‘Proceed’ to enable:

1. Bluetooth®
2. Notifications

775335

Easy to understand Simple forms to fill out
language for privacy and registration progress
information indicator

Copyright © 2020 by Boston Consulting Group. All rights

Clear, easy to follow
instructions
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A website provides links to download the apps and FAQs

x o+ = X @ Help Topics x 4+

€ 9 C @ covidsafegovau Qv O : “ C @ covidsafegovau/help-topies html an 6

COVIDSafe app
Let's work

Help topics

Overview of COVIDSafe
together to stop
What is the COVIDSafe app? ~
the spread of
COVI D 1 9 Why does Australia need COVIDSafe? v
COVIDSafe helps you and all of our communities. Assist What does COVIDSafe do? -
health officials to quickly understand and tackle the spread
of Coronavirus (COVID-19).
How does COVIDSafe work? v
Download the COVIDSafe app on the Apple App Store or
Google Play.
o DownloiioH By, o Who can use COVIDSafe? v
o App Store ¥ Google Play
Is there a risk that people may report false positives? v 1l

Copyright © 2020 by Boston Consulting Group. All rights reserved.
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Australia's approach to key design decisions is privacy centric, and apps
functions as memory aid only

: S . Mand
Will of the application be mandatory or optional? andatory

: . : o location data recorded Location data recorded
Will the application record any

. Phone Number Only Phone number & Basicdata Phone number & Detailed data?
will be collected by the app? e

Local on device

Data uploaded automatically

Automatically via SMS or In App Notification

How will potentially exposed citizens be

Copyright © 2020 by Boston Consulting Group. Allri

1. For example name, age and/or post code 2. For example DOB, address and/or travel history in addition to basic demographics;
Source: Publicly available media and government websitesas at 24t April 2020




Australian Government

BCG was part of a joint

team with government COVIDSafe
agencies and industry Team
partners

O ES:
Ventures / GAMMA

7 BCG
PLATINION

~amazon
web services

Sshine

F
w2 GoSource

775335
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A multi-disciplinary BCG team supported the COVIDSafe launch

e 5 O P
igi - e BOG |
Digital Government | s g PLATINION |

g
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The full suite of DigitalBCG capabilities has been involved

—~
\\

V)

Sl

Strategy and operating
model, stakeholder
management, and
adoption strategy

BCG
Digital
Ventures

V)
S

User interface design for
the app and admin portal
and integration across
product build team (e.g.
AWS, Shine)

- BCG
‘ PLATINION

S

\'S

Mapped user flows, and
integration with existing
contact tracing processes

Supporting development
of the Bluetooth®
proximity algorithm

eserved.

Copyright © 2020 by Boston Consulting Group. Allrights r
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More than 2M people downloaded and registered in ~24 hours

M 55C News
Ny 14 his-@

The app, called COVIDSafe, notifies users if they have had contact with
another user who has Covid-19.

% COVIDSafe
Australian Department of Health

30% 1K (3¢
1K reviews Downloads Rated for 3+ ©

BEAE NEWS ‘b

BBC.COM
Million Australians download coronavirus tracing app

(& v LN 1.3K comments 1.7K shares

oy Like () comment £ Share e~

M D Q0 G # ©@ €

Do

®

&« Tweet

e 2 Scott Morrison &
y @ScottMorrisonMP

Well done Australia. We've just passed 2m downloads
for COVIDSafe.

But we've still got more to do keep you & your family
safe, protect our doctors & nurses & help us get back
to the way of life we love.

Join us in stopping the spread, download it now.

covidsafe.gov.au

7:31 PM - Apr 27, 2020 - Twitter for iPhone

Copyright © 2020 by Boston Consulting Group. All rights reserved.



Context

Australian Govemment wanted to
introduce a mobile app that improves
the effectiveness of COVID-19 contact
tracing

Objective

Design, develop and release a contact
tracing app for Australia and achieve at
least 40% take-up

Strategic Value

Help reduce the spread of COVID-19 by
improving the accuracy and speed of
contact tracing

COVviDSafe Contact Tracing App

Australian Government

Approach

« BCG, DV,Gamma,and Platinion were engaged as part of a multi-disciplinary team comprising technical
specialists from world-leading technology companies including AWS, Shine Solutions and GoSource to
develop the app over short timeframe (~4 weeks)

« BCG played a criticalrole coordinating delivery between the design,build and testing teams,as well as
definingthe overalloperating model and resourcing requirements to support the app after go-live

» BCG alsoworkedon the design, overall user experience, user stories, and screen designs; and the
analytics required to support Bluetooth® based contact tracing

Outcome
Australia's COVIDSafecontact tracing app was built in a rapid pace after the deliveryteam was
mobilized.The app:

« Was thoroughlytested from a usability and performance perspective

« Was subjectto a rigorous independentcybersecurity evaluation which analyzed how user data is stored,

securedand used
« Was subjecttoan independent privacyimpact assessment
= Solved significant technicalchallenges associated with interoperability between AndroidandiOS

In addition:
« Asupporting microsite and marketing m aterials were developed to help drive app adoption
= A privacy statement,consent model were developed
= Asupport modelwas defined and an instance of Jirawas deployed to support ongoing operation &
im provementstothe app
= AnAdministration Portal was set for Government officials to administer the app

The app was launched at 6 PM on Sunday 27" April 2020 and over 2M people downloaded and
registered for COVIDSafein ~24 hours

Copyright © 2020 by Boston Consulting Group. All rights reserved.
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BCG can design, build and launch COVID-19 contact tracing platforms for
both public and private sector organisations

RS S R S e T Experts based in Asia Pacific:

BC 8CG 8C6
Dig Digital | Digital
Ves Ventures Ventures
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Approaches to digital contact tracing in six countries

SmitteStopp

>

eRouska

®
|

Aarogya Setu

=

Rakning C-19

d.
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o
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5
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5
B
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Singapore

TraceTogether Q. What Singapore did

Case study of contact tracing app to help prevent the GovTech launched a smart phone app called TraceTogether as a

spread of COVID-19 in Singapore preventive measure against the COVID-19 through community
driven contact tracing.

Once downloaded from the app store, it assigns unique identifiers to
font Ppcha o citizens devices,and uses Bluetooth technologies to detect and log
details of all other userswho come within 2-5 meters proximity.

If a citizen tests positivefor the COVID-19virus,the Ministry of
Health provides them with a code to enable them to authorise
sharingtheir logs with the Ministry. These aredecoded by the

Get netified quickly by contact frecers Earller hoMlication means beMst Everyons con play @ part lo combet the g
Ko et B aroundus spiead of COVID-19 Ministry,and any close contacts alerted anonymously.

@ COVID-19 case’

Download the app, enable Bluetooth®, and prolect your loved ones and yoursel.
TraceTogether, Safer Together.

Usageof the appis voluntary,and to protect user privacy the only
data provided is a mobile number. The Ministry of Health is theonly
authoritywhocan decrypt app logs.

Jolnny geveiopea by: Insuppartof:

¥; $ (69 uNITED

Goviecy  MINISTRY OF HEALTH

Srorner shores

Copyright © 2020 by Boston Consulting Group. All rights reserved.

Source: GovTech 28




Singapore's approach to the 6 key design decisions is privacy focused, and
enables scalability through automated outreach

d
will of the application be mandatory or optional? HERA

Phone number & Basicdata®  Phone number & Detailed data?

Who will the data? Citizen has decision to upload data Data uploaded automatically

Manually via phone call Automatically via SMS or In App Notificatio
How will potentially exposed citizens be :

1. For example name, age and/or post code 2. For example DOB, address and/or travel history in addition to basic demographics;
Source: Publicly available media and government websites as at 24th April 2020
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Backup: What is TraceTogether and how does it work?

raceTogether is a contact-tracing smartphone app that enables the Ministry of Health (MOH) to quickly track people who have been exposed to confirmed coronavirus cases.

Users SCAN TO
n here can DOWNLOAD
download the app  [W] 3

on the Apple App

Store or the

Google Play Store.

Users have to input their

mobile phone number for
MOH to be able to contact them
quickly. The number is the only
data collected by the
Government through the app.

During the

initial set-up,
users have to give
their explicit
consent to be able
to use the app.

Users will then have to enable push

notifications and location
permissions, and keep the Bluetooth
function on their phones turned on.

Help stop the spread of
COVID-19 by turning Bluetooth

contact with @ COVID-19
he Minutry of Heoth
more quacaly

Source: https://www.straitstimes.co m/singapo re/coronavirus-spore-government-to-ma

Enter your mobile number to
be contacted

v65
We'll text you @ One- Time: Pin (OTP}

S 10 1 your fomiy Une thew rmte

Enter OTP that was sent to
+65

Yoo

Your eode will expie in 1'57

Resend Code

Your consent is needed for
the following:

To store your mobile number in o
secured TraceTogether registry

next steps

“h
1.
Set up opp permissions

Seloct "Yes' for th crens to

nothcotons

-its-contact-tracing-app-freely-available-to

“TraceTogether” Would Like

1o Use Bluetooth
then cxchanges ek

“TraceTogether " Would Like

1o Send You Notifications

E This is because the app uses
short-distance Bluetooth signals that
are exchanged between phones to detect
other TraceTogether users in close proximity.

B  Official contact

tracers who call
users will provide a code
that users can match
with a corresponding
verification code on
their app.
* Once authenticated,
users will be given a
PIN number that
allows submission of
logs when entered.
» Official contact tracers
will not ask for personal
financial details or
transfer of money.

Sources: GOVTECH, MINISTRY OF HEALTH PHOTOS: GOVTECH STRAITS TIMES GRAPHICS)

Copyright © 2020 by Boston Consulting Group. All rights

775335
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SmltteStopp (Infection Stop) i& What Norway did

The Norwegian Institute of Public Health's (FHI) COVID-19 contact
tracing application was launched in April,and was downloaded >1.4m
timesin thefirstweek of launch?.

Case study of contact tracing app to help prevent the
spread of COVID-19 in Norway

Theapplication uses phone Bluetooth and location capabilities to
record closeinteractionswith other application users; looking
specifically for incidentswherea userwas closerthan 2 metersfor>15
minutesto a personthat has been diagnosed with theinfection.

If a useris confirmed to be infected with COVD-19, thedatais usedin
thecontacttracing process and the Health Authoritieswill send an
anonymous notification via SMS with advice on appropriate health
measures to all close contactsidentified.

Location and close contactdatais retained for 30 days before deletion.
Personal demographics data recorded is limited to Phone Number and
Age. Users can delete their data by deletingtheapplication,or via
delete functionalityin theapp.

Through the SmitteStopp app, the Norwegian Institute of Public
Health receives anonymised data about movement patterns in society
to aid in research ontheeffect of changes to the measuresin fighting
thevirus.

Copyright © 2020 by Boston Consulting Group. All rights reserved.

Source: 1. Forbes. 2. Helsenorge.no 3. https://www. simula.no/news/digital-contact-tracing-ga 31
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Norway's approach to the 6 key design decisions enables a data led
approach to contact tracing leveraging location and Bluetooth functionality

Optional Mandatory

Manually via phone call Automatically via SMS or In App Notification
How will potentially exposed citizens be : e

-
g
o
I
I
@

b
5
E

<
g
5
B

(o}
0
£
B

§
8

@
=

)

°

&

S

b

E
B
£
=

§

1. For example name, age and/or post code 2. For example DOB, address and/or travel history in addition to basic demographics;
Source: Publicly available media and government websites as at 24th April 2020
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Aarogya Setu &, Whatindiadid

AarogyaSetu isa mobile application developed by the Government
Case study of contact tracing app to help prevent the of India to augment the initiatives of the Government (particularly
spread of COVID-19 in India the Departmentof Health) to proactively reach out to thecitizens of

India to provide information on best practice and health guidance
for the containmentof COVID-19.

government's Department of Health.

helpyou . Theapplication acts as a one-stop solution for spreading awareness
v EEe about Covid-19, helping selfdiagnose users, provide latest u pdates

Govt Launches ‘Aarogya Setu App’ @ s ".,'L.- @ andeven to storeand display e-pass. In addition,itincludes »
a Bluetooth-based @) COVID9 Tracker - functionality to aid in contact tracing. 3
Duringthe registration process,users are asked to providedetailed %
The app will alert v | Theampss B N Sl demographicdataincluding name, phone number,gender, recent =
users I they JiEN e - o [ﬁ travel history and details pertaining to profession. Usersare also g
proximity to an X s available in ERa e DA asked to provide health data and progress through symptom self- °
infected person ¥ Android & iOS B
: ! Available in 11 different languages assessment. E
G O Scan to Download % 5
frfonm mees . — Al Once downloaded the app leverages phone location and Bluetooth §
ut bes ighly scalable A FO a Setu o & o G . 3
practices & t . architecture & is arogy capabilities to identify potentialclose contacts,and automatically s
ety L App for i0S and Android alerts usersif they have been in close proximity with an infected H
Q 0 person. Itthen proactively offers information on appropriate next 3
steps (e.g. isolation). All of the information provided is vetted by the 5
3§

Source: https://www:.livemint.com/technology/tech-news/aarogya-setu-app-how-bluetoot h-helps-in-identifying-
covid-19-suspects-11587730877077. htm|

33
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India's approach to the 6 key design decisions reflects one-stop-shop
approach for self-assessment, outreach and contact tracing

. L . Optional Mandat
will of the application be mandatory or optional? = i

Manually via phone call Automatically via SMS or In App Notification

How will potentially exposed citizens be :
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1. For example name, age and/or post code 2. For example DOB, address and/or travel history in addition to basic demographics;
Source: Publicly available media and government websites as at 24th April 2020




Screenshots from Aarogya Setu iPhone mobile app

Please select your language
English
=
spweidl

W)

£

Government of India

Source: apps.apple.com/in/app/aarogyasetu/id1505825357

T -

App Permissions < B

&,

Terms of Service & Privacy

ndarstand the nature ard seniitnity of ths tope and have
taken strong messures o ik

© Device Location
Itis racommended that you set your location sharing to
Abways' You can change this anytime late

© Blustooth
Monitors your device's proximity to another mobile
device. It is recommended that you keep it on at al

ot allow your r

@ public at Large
i you would like to contributs to a safer India please

e your acceptan s of Service and the
y by clicking on the button below

Aarogya Setu

Please check the app ragularly to stay updated

Be prepared but don’t panic

Your infect s /e recommend that you stay

at home 1o avoid any vel

Coronavirus. Retake the Self ent Test if you

develop symptoms or come in contact with a COVID-19
firmed patient. Do visit wosw,mohfw.gov.in for more

information

. COVID-19 Helpcenters >

J  Self Assessment Test

More information on COVID18

Learn more about COVID-19
COVID-18 Do's and Don'ts

Safety measures against COVID-19

ing Group. Allrights

2020by Boston Cons
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Ra kning C‘19 (Tracking C-19)

Case study of contact tracing app to help prevent the
spread of COVID-19 in Iceland

COVID.IS
RAKNING C-19

P @) oo/

https://www.youtube .com/watch?v=8lvpVW7n0od

Source:

Q. What Iceland did

Frie:

Iceland

Rakning C-19is was launched by the Icelandic Government
(Icelandic Directorate of Health and Department of Civil Protection
and Emergency Management) to help mitigate the Covid-19
pandemicin Iceland.lt facilitates the contact tracing process.

The app collects GPS locationdata and stores it locally on thedevice
both when theappisinuse,andwhenitis in thebackground (viaa
plugin called React Native Background Geolocation). Data is retained
for 14 days before deletion.

If theuseris diagnosed with COVID-19,theyare asked via push
notification by the Directorate of Health to share thelocation data for
contact tracingin order to identifyindividuals that might need to go
intoquarantine.Users agree by entering their National ID number (if
available),and acceptingon the screen. If theuser agrees,datais
sentto the Contact Tracing Teams databasewhereitis then used,
togetherwith information gathered through traditionalinterview
based contact tracing methodologies, to identify the individuals and
places that have potentially been exposed to thevirus.

Users areauthenticated by their phone numbers,which istheonly
personallyidentifyinginformation collected upon registration. Usage
of theapplicationis voluntary.

Theapplication is now Open Sourcewith a view to enabling
cooperation across countries, facilitating contributions for app

im provement, and providing transparency on how the app works. It is
still under evaluationif APIs will be made open source.

i fa/rakni ! L m 36
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Iceland's approach to the 6 key design decisions focusses on leveraging
location history as a memory aid to augment contact tracing process

. L . Optional Mandat
will of the application be mandatory or optional? S i

Location data recorded

HH

Phone Number Only Phone number & Basicdata® Phone number & Detailed data?

Local on device Hybrid

Citizen has decision to upload data

Manually via phone call Automatically via SMS or In App Notification
How will potentially exposed citizens be : -

Copyright © 2020 by Boston Consulting Group. Allrights reserved.

1. For example name, age and/or post code 2. For example DOB, address and/or travel history in addition to basic demographics;
Source: Publicly available media and government websites as at 24th April 2020
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Screenshots from Rakning C-19 mobile application

Rakning COVID-19 t hin Sladuinn Leyfa stadsetningu
oyl simandmerid pitt og tilkynningar

P fard sidan sendan kada sem pi slerd

Inn { naesta skrefi

mikilvaegt ad velja | ferlinu moguleikann Upplysingar um COVID-19
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Source: https://play.google.com/store/apps/details?id=is.landlaeknir.rakning& hl=en_AU
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Israel

Q. Whatlsraeldid

H a M age n (The Shield) Ministry of Health launched an app to support contacttracing
throughidentification of close contacts of COVID-19 patientsusing

Case study of contact tracing app to help prevent the laationcar.

spread Of COVID-19 in Israel Theapplication isvoluntary,and uses mobile device location data to
track a users location. It then compares thiswith the Ministry's data
oninfected person's paths, notifies users of matches and provides
them with instructions onwhatto do nextvia referral to the Ministry
of Health Website.

Thecross-referencing of your GPS historywith thelocations of
COVID-19 patients happenson your phone; your GPS data does not
leave your mobile phone,andis notsentto anythird party. Thedata
from the Ministry of Health is sent to your mobile phonefor cross-
referencing, no datais sent back to the Ministryof Health. The app
allows userstodecide whether toreporttheirexposureto the
coronavirus tothe ministry.

Theapplication was developed in Israel on the basis of Open Source
code to enabletransparencywith the public,and to makeit possible
for programmersin Israel and around theworld to contribute to
improvementofthe app.

Theapplication replaced the practice of publishing Ministry of
Health datafor citizensto review andidentify close contacts.

Copyright © 2020 by Boston Consulting Group. All rights reserved.

ead-ofcoronavirus/ 2,
medium.com/ proferosec-
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Israel's approach to the 6 key design decisions

. L . Optional Mandat
will of the application be mandatory or optional? e i

Phone number & Basicdata®  Phone number & Detailed data?

Manually via phone call Automatically via SMS or In App Notification
How will potentially exposed citizens be : ==
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1. For example name, age and/or post code 2. For example DOB, address and/or travel history in addition to basic demographics;
Source: Publicly available media and government websites as at 24th April 2020




How does HaMagen work?

HaMagen

The Ministry of Health App
for Fighting the Spread of Coronavirus

HaMagen s an app tat Is endorsad by the Ministry of Health. It
in the presence of anyone who has been

diagnos: wonavirus.

The app cross-checks the GPS history of your mobike phone with
histerical gecgraphic data of patients from the Ministry of Heaith

According to data collected a abie in five languages: Hebrew, Arabic, Englist
thus fa,starting from:
03,20 st: 1115 o points
‘o intersection have baen
ound with Coronavirus

You can now close the app.
el et e I there

Download the *Hamagen
application 1o your device

The 2pplicat
location history in the background

applcation
< v E aton pulls information
from the Mok,

and does not send any back

received from 1

In both situations, the

Source: 1. https: //latamisrael.com/english/hamagen-is-an-app-for-fighting-the-spread-of -coronavirus/ 2. https://govextra.gov.il/ministry-of-health/hamagen-
app/download-en/ 3. https: //medium.com/proferosec-osm/hamagen-application-fighiting-the-corona-virus-4ecf55eb4f7c
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Czech Republic

eRouska K. What Czech Republic did

Case study of contact tracing app to help prevent the The Czech Republicrecently launchedits tracing app on both i0S
spread of COVID-19 in the Czech Republic

and Android platforms as a part of its broader Smart Quarantine
project,a broaderinitiative that also seeks to link paymentcard data
9:00 v 4100%0 9:00 ® T 410040
Asinother countries,theapp leverages Bluetooth technology to
identify contact with others. It only collects data related to Bluetooth
pings,includingtheduration of the contact as well as the signal
strength,in an attem pt to avoid false positives.Onlya phone
number is requiredto register theapp, and indeed thisdoes not
haveto matchtheapp device's actual number, further helping
provide assurance on privacy

eRouska SDILET APLIKACI 3 Moje data SMAZATDATA @

Datum ¢ D

742020 10b318
742020 5 TeboT8
742020 1916 leb918

Aplikace pracuje na pozadi a monitoruje
okoli, prosim neukoncujte ji. Nechte zapnuté Ak AwE ebeia

R = = B Shouldacitizen becomeinfected with covid-19,they havethe option
to send theanonymized data from their devices to health officials
whoin turnwill contactthose potentiallyat risk via phone.

742020 1914 Teba18
742020 1913 Tebg1g M. dBim
742020 1912 1ebu18 46 4B

742000 1902 lebos  addsr Usageof the appis entirely voluntary

742020 1M 1eb818 46 dBm

POZASTAVIT SBIRANI DAT 7.4.2020 ODESLAT DATA 44 dBim

742020 19:10 1ebo18 46 dB

Moje dat

Copyright © 2020 by Boston Consulting Group. All rights reserved.

Source: https://erouska.cz/; ; s, g : _app- il Ak il
contacts-with-coronavirus-carriers/ 42




The Czech Republic have prioritized privacy in order to try and drive
adoption

. e ) Optional Mandat
Wil of the application be mandatory or optional? @ Bty

. Phone Number Only Phone number & Basicdata® Phone number & Detailed data?
will be collected by the app?

Manually via phone call Automatically via SMS or In App Notification
How will potentially exposed citizens be : -

1. For example name, age and/or post code 2. For example DOB, address and/or travel history in addition to basic demographics;
Source: Publicly available media and government websites as at 24th April 2020
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Disclaimer

The servicesand materials provided by Boston Consulting Group (BCG) are subject to BCG's Standard Terms

(a copy of which isavailable upon request) or such other agreementasmay have been previously executed by BCG. BCGdoes not
provide legal, accounting, ortax advice. The Clientis responsible forobtaining indepe ndent advice concerning these matters. This
advice may affect the guidance given by BCG. Further, BCG has made no undertaking

to update these materialsafterthe date hereof, notwithstanding that such information may become outdated

orinaccurate.

The materialscontained in this presentation are designed forthe sole use by the board of directors or senior management ofthe
Clientand solely for the limited purposesdescribed in the presentation. The materials shall not be copied or given toany person or
entity otherthan the Client (“Third Party”) without the prior written consent of BCG. These materials serve only as the focus for
discussion; they are incomplete without the accompanying oral comme ntary and may not be relied on as a stand-alone document.
Further, Third Parties may not, and it isunreasonable forany Third Party to, rely on these materials forany purpose whatscever. To
the fullest extent permitted by law (and except to the extentotherwise agreed in asigned writing by BCG), BCG shall have no liability
whatsoeverto any Third Party, and any Third Party hereby waives any rightsand claimsit may have at any time against BCG with
regard to the services, this presentation, orother materials, including the accuracy or completenessthereof. Receiptand review of
this document shall be deemed agreement with and consideration forthe foregoing.

BCG doesnot provide fairness opinions orvaluations of market transactions, and these materials should not be relied on or construed
as such. Further, the financial evaluations, projected market and financial information, and conclusions contained in these materials
are based uponstandard valuation methodologies, are not definitive forecasts, and are not guaranteed by BCG, BCG has used public
and/or confidential dataand assumptions provided to BCG by the Client. BCG has not independently verified the data and
assumptions used inthese analyses. Changes in the underlying data oroperating assumptions will clearly impact the analysesand
conclusions.
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