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Use Case Overview

Test Facility
(Performs COVID-1g tests)
=== N ———
Laboratory Person
(Performs COVID-19 (who wants to enter a
diagnosis) Healthcare Facility)

Communicates )
COVID-19 E
(] diagnosis

Facilities will request the person to identify with a legal identity
document, an identity card, driver’s license or a passport, to
prove their identity, and citizenship.

Within Healthcare, persons are identified with their citizen service number
Process of testing and diagnosing is not changed due to the introduction of
the unlock-app

Requests to enter
the facility

Healthcare
Provider
Organization

(Requires test for access)
ooo

Every Healthcare Provider

Organization specifies the door

policy for its facilities.
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(Not modelling facilitator roles here, like Stewards,

Arc h ite Ct U ra I RO | e S Hosting Providers and Agencies

Test Facility

(Performs COVID-1g tests)

Laboratory
(Performs COVID-19
diagnosis)

a5

7 Person

(who wants to enter a

Verifiable

Credential

Healthcare
Provider
Organization

| Healthcare Facility)

Requires test for access
Verifiable Verifiable e ?
Credential Presentation oo
DIEID

Governance Organization

(Identifies & authorizes Test Labs and Host Orgs, maintains credential schemas)
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Data Controllers and Processors

Public Health Service App Provider Healthcare Provider Organization

)

Test Facility app
unlock app

4 \ Agency (Engaged by the App Provider)

Lab dashboard Verifier app

) Cloud Agent

Government Organization
Verifiable Data Registry Admin
(contains no personal data)

Dashboard
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MVP Architecture  tesens

| =Type of verifiable credential roof .... =Type of verifiable presentation

| =Wallet, key store and encrypted storage of verifiable credentials

Span of Control Public Health Service Span of Control

Healthcare Provider Organization

—
- Testlab database

.S ith
1. Send overemail 2. 5can with app

QR code contains
endpoint and
connection keys

g  LOg of issued ~ - . e
- cregdeniialus 3. Set up connection " Verifier app
< 4. Request proof negatively diagnosed COVID-19
Lab dashboard
| I Edge || Edge
(only manual form) Agent 7 5. Request proof authorized verifier = Agent
Proof Authorized Healthcare Q
< 6. Present proof to verifier -.-P’ ovider® £i6H e
Wallet i ’
l === 7. Present proof on diagnosis 3> : b
Proof negatively bide e ) - .
l diagnosed for COVID-19 HORGN Aerian Saleasey i

Verifiable Data Registry ]
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F i n a I A rc h ite Ct U re Legend: @ | =Type of verifiable credential E?f: Proof .... =Type of verifiable presentation

| @% =Wallet, key store and encrypted storage of verifiable credentials

Span of Control Public Health Service Span of Control App Provider Span of Control
Healthcare Provider Organization
r 3
Test Facility app @
= - unlock app
( N\ R
Edge Agent
Laboratory Backen-end System ( 9€ A9 Wallet
\ J

oo Response with raw |
at; (e data of test result |
(id =BSN) |

Laboratory dashboard

(if no API available: e - 'fq Edge o
batch upload or —p Agent Verifier app
manual form)

Wallet Cloud Agent Wallet

Verifiable Data Registry ]
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=Type of verifiable credential | Proof.... =Type of verifiable presentation

Onboarding HPO

Q =Wallet, key store and encrypted storage of verifiable credentials

Span of Control Span of Control Healthcare Provider Organization
Government Organization
l 1. Signin

4 e Foe )

‘ 2. Set up connection *
He-® |- | Be®
Manual » 3. Request as Verifier Manuval
: validation process registration process
Admin Sy
4. Request confirmation s
Dashboard o Verifier app
P 5. Send confirmation email bad
:
Edge 6. Send credential Edge
e Agent » || Agent

Authorized Healthcare
Wallet I Provider Organization \ Wallet /

[ Verifiable Data Registry ]




Onboarding Lab

Span of Control
Government Organization

f

Admin
Dashboard

-

ﬁ\\

- ¢
1
He0®

Manual
validation process

A

Legend: @\ =Type of verifiable credential

- Proof ... =Type of verifiable presentation

=Wallet, key store and encrypted storage of verifiable credentials

1. Request as Issuer

Edge

2. Request confirmation

r 3

3.Send confirmation email

0 Agent

4. Send credential

Authorized Laboratory
Wallet l

!

Span of Control Public Health Service

e R

| lng 4
5
B0

Manual
registration process
Lab
dashboard
Edge

Agent Q
\f Wallet /

Verifiable Data Registry
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Re g i St ra ti O n Pe rS O n Legend: 1 | =Type of verifiable credential | Proof .... =Type of verifiable presentation

Span of Control Public Health Service

Lab dashboard

=

Test Facility app Edge
Agent

Wallet

=Wallet, key store and encrypted storage of verifiable credentials

Span of Control Person

1. Scan with app

Q 2. Set up connection @
Edge

Adent unlock app
3. Access claim to receive ( 9 0

test result Cloud Agent Wallet

\

Verifiable Data Registry

Issue: Is consent needed? ]
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I SS U I n g Legend: !ﬁ‘ =Type of verifiable credential @ju‘f Proof .... =Type of verifiable presentation

Span of Control Public Health Service

- Testlab database

API

Response with raw

Dataireques data of test result

(id =BSN)
. Notj
Log of issued 2. Notjly
- credentials
Lab dashboard
(if no AP available: |
batch upload or fdge -
manual form) gent
Wallet 4. Send credential

Q\ \'1; =Wallet, key store and encrypted storage of verifiable credentials

Span of Control Person

2. Set up connection (issuer
initiating when credential is @

lable in Lab dashboard,
_availableinLa dashboard) - Edge

unlock a
3. Request diagnosis Agent 0 PP

Wallet

Verifiable Data Registry
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Verifying

Legend: 7 =Type of verifiable credential 1 | Proof .... =Type of verifiable presentation

=Wallet, key store and encrypted storage of verifiable credentials

Span of Control Person Span of Control
Healthcare Provider Organization

Bl 1. Scan with app Verifier app

-

-

@

unlock app

Wallet

) )

Edge
Agent 3. Request proof negatively diagnosed COVID-19 Agent

(K ! 5. Present proof on verifier ‘ ‘ )

[=]] /—\
0 2. Set up connection

Agency Edge

4. Request proof authorized verifier

6. P t di }
) resent proof on diagnosis Wallet:

Verifiable Data Registry
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Verifiable Credentials

(=3

Authorized Healthcare Provider Organization
2. Authorized Laboratory

3. Access Token

4. COVID-19 diagnosis
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Verifiable Presentations

1. Proof Authorized Healthcare Provider Organization
2. Proof Authorized Laboratory

Proof Access Token
4. Proof negatively diagnosed for COVID-19
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